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WEEKLY SYSTEM INTEGRITY REPORT
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1. NODE EVOLUTION (Since Last Pulse)

New Registered Identifiers: 1

New Media Discoveries: 4

2. THREAT OBSERVATION MATRIX

TARGET_PATH METHOD ORIGIN_IP

/api/auth/2fa_verify_activ
ate.php

2FA_ACTIVATED 47.24.**.**

/about.php COOKIE_TAMPER_DETECTED 47.24.**.**

/index.php COOKIE_TAMPER_DETECTED 47.24.**.**

3. FILE SYSTEM INTEGRITY DELTA

> MODIFIED: mycitadel.lol/login.php

> MODIFIED: mycitadel.lol/error_log

> MODIFIED: mycitadel.lol/register.php

> MODIFIED: mycitadel.lol/index.php

> MODIFIED: mycitadel.lol/about.php

> MODIFIED: mycitadel.lol/compliance.php

> MODIFIED: mycitadel.lol/assets/css/main.css

> MODIFIED: mycitadel.lol/assets/js/main.js

> MODIFIED: mycitadel.lol/assets/img/default_banner.png

> MODIFIED: mycitadel.lol/assets/img/default_avatar.png

> MODIFIED: mycitadel.lol/assets/img/1.webp

> MODIFIED: mycitadel.lol/assets/img/world_sentinel_map.svg

> MODIFIED: mycitadel.lol/assets/img/default_banner.jpg
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> MODIFIED: mycitadel.lol/users/error_log

> MODIFIED: mycitadel.lol/users/verify.php

> MODIFIED: mycitadel.lol/users/dashboard.php

> MODIFIED: mycitadel.lol/logout.php

> MODIFIED: mycitadel.lol/privacy.php

> MODIFIED: mycitadel.lol/api/auth/email_verify_process.php

> MODIFIED: mycitadel.lol/api/auth/error_log

> MODIFIED: mycitadel.lol/api/auth/email_send.php

> MODIFIED: mycitadel.lol/api/auth/process_login.php

> MODIFIED: mycitadel.lol/api/auth/process_register.php

> MODIFIED: mycitadel.lol/api/auth/2fa_verify_activate.php

> MODIFIED: mycitadel.lol/api/auth/phone_verify_process.php

> MODIFIED: mycitadel.lol/api/auth/2fa_generate.php

> MODIFIED: mycitadel.lol/api/auth/phone_send.php

> MODIFIED: mycitadel.lol/includes/cookies.php

> MODIFIED: mycitadel.lol/includes/header.php

> MODIFIED: mycitadel.lol/includes/PHPMailer/Exception.php

> MODIFIED: mycitadel.lol/includes/PHPMailer/SMTP.php

> MODIFIED: mycitadel.lol/includes/PHPMailer/PHPMailer.php

> MODIFIED: mycitadel.lol/includes/nav.php

> MODIFIED: mycitadel.lol/includes/footer.php

> MODIFIED: mycitadel.lol/.htaccess

> MODIFIED: mycitadel.lol/security.php
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